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FOR MILITARY FAMILY READINESS Information Sheet

Brief Screener Considerations

9 1. Credibility — Does the app come from a known and B1

trusted source? Does the app identify funding sources

B2a

N

symptom management tool, or to augment

and conﬂicts Of interest? f'LSSAZOSZ:;‘TI ?‘;ec:éle‘:bfziq;':'vseDe;f::r:zt;Z;l face-to-face care with a healthcare professional.
. National Center for Telehealth and Technology. PTSD _C_°°Ch has be_’en Sh_"‘”” to I?e helpfu.l in
a. Examples of known/trusted sources from which a user can scientific research, including studies showing that:
download an app include the Apple App Store and the Google + Veterans with PTSD found PTSD Coach to be

Play Store. Apps obtained from any other website or third-party Sationaliy TR e e
app store (e.g., Amazon Appstore, GetJar, AppValley, TutuApp) PTSD Hoffman, et al, 2014) ' '

will carry security risks.

- Trauma survivors in the community found
PTSD Coach to be feasible and acceptable

b. Information regarding funding sources or conflicts of interest to use (Miner, Kuhn, Hoffman, et ol 2016),
H “ H " H d it reduced PTSD Kuhn,
may be found in an “About This App” section of an app or on The National Center for PTSD zgnu';v':[)“;:m ° oj_'yzmo’jj;’“s‘ 1o

the developer page of the application store. (See image B1)
The National Center for PTSD, within the + Veterans with PTSD in VA primary care who
used PTSD Coach along with support from a
clinician had improved PTSD symptoms and
were more accepting of referrals to specialty
mental health care (Possemato, Kuhn
content? "Advancing Science and Promoting Understanding Hoffman, et al., 201‘5' ' '
of Traumatic Stress”

a. An app may be evidence-based’ if research has been + PTSD Coach hos achleved significant and
conducted on the app. Within the app itself or on the application St bl e e
description in the application store, is any research cited for
the effectiveness of the app? (See image B2a)

Department of Veterans Affairs, aims to help U.S.

« 2. Validity — Does the app contain evidence-informed Gl e SR

and training on trauma and PTSD.

used as intended, results in decreased
distress, and has been favorably received
(Owen, Jaworski, Kuhn, et al., 2015).

b. Or an app may contain evidence-informed” content if the
content is based on techniques that have been researched and fancos ©)
found to be effective (e.g., cognitive behavioral therapy (CBT),
cognitive restructuring, acceptance and commitment therapy
(ACT) mindfulness, meditation, diaphragmatic breathing,
progressive muscle relaxation, visualization/imagery). This MINDFULNESS ?iZ;ZZfZ,";SZZiZ:’n";";":liil;‘,"ii’;f:fi,
information may be found in an “About This App” or "How This SRR
App Works” section. (See image B2b)

B3

Privacy Policy

SYMPTOMS TooLs FAVORITES When you use a VA mobile app, no data that

could be used to identify you is sent to VA or third
parties. Any information that you enter into the

VA mobile apps do collect anonymous information
about how people use the app. It is only used to

MUSCLE RELAXATION A
improve how well the app works. We can see what

sections of the app people visit, for example. We

® 3. Privacy - Is there a transparent privacy policy or terms
of service that is clear and accessible?

often use this information to correct technical
problems in the apps. This information cannot be
virrEiGe linked to any personal information about you and
will never be shared with a third party.

a. Privacy policy, terms of service. (See image B3)

If you would like to turn off sending this
anonymous usage information, go to the Settings

ﬂ 4, Security = Does the account require a strong password? .} OBSERVE THOUGHTS o i';;“tft'h'::’f;,vs";;?:g"“99Dﬂ“’v" andflp
Is Two Factor Authentication (2FA) enabled? =
a. Does the app require a strong password? (e.g., A strong

password is one that is strong, long, and difficult to guess -
uses more than 10 characters with letters, both uppercase and

Manage My Data

POSITIVE IMAGERY

VA uses some software analysis tools to help
identify and prevent app problems. VA mobile
apps do not share personal or identifying

lowercase, numbers and symbols and includes no obvious Manage Track Learn Support information with any of the vendors of these tools.
personal information or common words).
b. Does the app allow you to enable a 2FA method (e.g., push B5a 74 B6 Crisis Resources
notification, security key, SMS passcode, biometrics) to A eee 1. I ]
. . ) g or any crisis, including medical emergencies,

validate your identity? go to your nearest emergency room or:

PTSD Coach o
£+ 5. Operability — Does the app work across different

Average: 3.7 (244 votes) National Suicide Prevention Lifeline:

operating systems or platforms such as Apple, Android,

and desktop versions? (See images B5a, B5b) Call 1-800-273-8255

o _oge . (press 1 for Veterans Crisis Line)
@ 6. Accessibility — Is the app accessible for those who = Androd Download
have disabilities? Veterans Crisis Line - Text

B5b
a. Key questions to consider include: Is there enough color < )
contrast?, Is there limited motion and animation?, Are there PTSD Coach Online

Veterans Crisis Line - Chat

any flashing lights without warning?, Is the audio clear?, Are ] ) Nafional Domestic Viclence Hotline:

. . . If you do not have a smartphone but have a
there visual and sound notifications?, Are there large enough computer with internet access, try PTSD Coach Gaill:800:758:7238
tOUCh areas for actions’) Al'e there Content Warnlngs') Are Online. The online version includes additional tools

. R ! . . ! and videos for problem-solving and setting and
there directions to send emergency services (if necessary)? understanding your goals ° G
(See image B6) For more information, please visit https://www. o )

. N For best results with PTSD Coach Online, use Google

w3.org/WAI/standards-guidelines/ Chrome.

Manage Track Learn Support



https://www.w3.org/WAI/standards-guidelines/
https://www.w3.org/WAI/standards-guidelines/

Expanded Screener Considerations

. How often is the app updated? When was the app last E1 Q E2 v o
updated? (See image E1)
Data safety ~
PTSD Coach
.. . . . . f Safety starts with understanding how developers
2. Doesthe app explainits security features, including collection, R collect and share your data. Data privacy and
. . ) . security practices may vary based on your use,
Storage, and tl’ansmISSIon Of data H (See lmage E2) . m region, and age. The developer provided this
information and may update it over time.
3. Is the data that the app is asking for something that the user What's new e 3

is comfortable sharing? (See image E3)

Do users own their data, and can users opt out of data
collection or delete data? (See image E3)
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* Wondering if you might have PTSD? A new
5-question survey is available in the Assessment
section. (Health care professionals, this is the P...

Rate this app
Tell others what you think

1< G A G A G * SR * ¢

= No data shared with third parties
Learn more about how developers

declare sharing

This app may collect these data
@ types

App activity and Device or other IDs

|€| Data is encrypted in transit

5. Can users download/export or backup their own data? (See © Datacan'tbe deleted
image E3) Write a review R
6. Can/does the app share data with other apps, networks, or Developer contact v
medical record systems? (See image E3) O — 5
About this app ->
?
7‘ IS the app easy to use: E3 Manage Data PTSD Coach @

The only journey is the journey within..

8. Does it look like the app will keep the user active and Provide Anonymous Usage Data o ~Rainer Rilke
engaged? (See image E4) Help us improve this application by automatically
submitting usage data. This application WILL NEVER
COLLECT any personally identifying information, location, g
. or other sensitive data, and usage data is never shared or ‘ y .
9. Is app content well written and relevant? ool I ~
Export Assessment Data I I I I I I
10. Is the app content free from bias? Examples of bias to Deite Acsosement Dot HANAGE SYVPTOMS TRACKPROGRESS
look for in app content may be bias related to gender, race,
pO"tICS, or Weig ht. Reset Tool Preferences |
Delete All Data J
11. Does the app state that itis nota replacement for traditional . cermmont
therapy, medical advice, or medical treatment? (See image E5)
12. Can the user opt out of personalized ads, if desired?
CRISIS RESOURCES
ADD A
>
. . FAVORITE
13. Is the price structure transparent and free of hidden costs?
FAVORITE TOOLS
14. Are contact details, including technical support, listed? (See
. E6) E6 Send Us Feedback
image
WELCOME TO PTSD COACH! We welcome any feedback or suggestions you
. . . . have about this app. We'd also like to hear if there
15- Al'e there any Other ConSIderatlonS to keep n mlnd fOI' the This app was developed for trauma survivors. are things you really like about PTSD Coach!

target user? Examples of other factors to consider when
reviewing an app include income (e.g., Is the app free?
If not, can users afford the app?) and education/reading
level (e.g., Is the reading level of the app appropriate for
intended user?)

TEvidence based: An app is evidence-based if evaluations of the effective-
ness of the app have been performed (either by app developers or by those not
affiliated with developers) and published in a peer-reviewed journal.

2Eyidence-informed: An app is evidence-informed (rather than evidence-based)
if there have been no evaluations of the app, but the content of the app is
based on strategies and components that have been evaluated and shown to
be effective (e.g., cognitive behavioral therapy).

This app won't diagnose you with PTSD

or offer you treatment - only a trained
professional can do that. But it can help you
learn about PTSD, and it will give you tools for
managing the stresses that can come with life
after a trauma.

START USING PTSD COACH

PERSONALIZE NOW

Personalize PTSD Coach by adding:

+ Contact info for friends, loved ones, and/
or professionals who can help when
you're feeling stressed

= Pictures on your phone that you find

comfortina or funnv

Please submit your feedback to:
mobilementalhealth@va.gov. This email address is
used exclusively for handling feedback about this
mobile app and helps us develop better tools for
Veterans and others living with PTSD.

Please note that we cannot guarantee a rapid
response. If this is an emergency, please contact
91,

SEND US FEEDBACK

Are you a Veteran of the United States Armed
Forces? Interested in helping us make this a better
app?

VOLUNTEER FOR USER TESTING

[] 1-877-9185

CLEARINGH

FOR MILITARY FAMILY READINESS

@ clearinghouse@psu.edu
& militaryfamilies.psu.edu



https://militaryfamilies.psu.edu/resources/app-vetting
mailto:clearinghouse%40psu.edu?subject=
https://militaryfamilies.psu.edu/
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